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SharePoint & 
OneDrive

Project & 
Planner

Office Apps &
Yammer

Outlook Meetings Line of Business & 
3rd party Apps

Office 365 Groups
Single team membership 

across all apps and services

Microsoft Graph
Suite-wide intelligence connecting 

people and content

Security and Compliance
Centralized policy management 



Extensible platform
Build apps with a rich set of capabilities to enable these higher-performing teams



Chats

Meetings

Calls

Files

Apps and workflows



Chat service

In memory processing for speed

Leverages Azure storage (moving to Cosmos DB)

Exchange

Chat and channel messages are also stored in 
Exchange for information protection

Conversation images & media

Inline Images/Stickers are stored in a 
media store, Giphys are not stored.

Where are conversations stored?



1:N chats

Files are uploaded to OneDrive for Business 
and permissions are set for the members of 
the chat

Team conversations

Files are uploaded to SharePoint. A folder is 
associated with each channel in the team

Cloud storage

Dropbox, Box, Citrix ShareFile, Google Drive

Where are files stored?



Image

Files

Voicemail

Message

Recording

Calendar 
meeting

Contacts

Media service on Azure (using Blob storage)

Team files → SharePoint
Chat files → OneDrive for Business

Individual mailbox in Exchange

Chat service table storage (moving to Cosmos 
DB)

Media service on Azure (using Blob storage) 
(<24 hours)

Individual mailbox in Exchange

Exchange

Ingested to Exchange to enable compliance

Ingested to Exchange to enable compliance

Encoded to Stream

Telemetry
Microsoft Data warehouse (No customer 
content)

Entity Storage Storage

Key data entities and location where data is stored at rest





Product Launch

Design

Conversation Files

Standard Channel 

Digital Assets

Planner Conversation Files Planner Tabs

Channels

Team



Product Launch

Design

Conversation Files

Private Channel

Reports

Planner Conversation Files Planner Tabs

Channels

Team



Teams

Standard
Channel

Open 
collaboration 
within the team

Inherits full 
membership list from 
the team

Private
Channel

Focused private 
collaboration 
within the team

Managed subset of 
members from team

Creation

 Admins can control via policies who can create private channels in tenant

 Team owners can control via setting if members can create 
private channels

 Limited to 30 private channels per team (in addition to 200 standard 
channels)

Membership

 Private channel owners can add members and guests to a private channel

 Only existing members and guests in the team can be added to a 
private channel

 Only members of the private channel can view private channel content

 Limited to 250 members per private channel



Group Governance O365 Group (team) Team A



Group Governance O365 Group (team) Team A



Every Private channel is a 

SITE COLLECTION????











Get-SPOSite -Limit ALL -Template "TEAMCHANNEL#0"

Get all sites backing private channels in tenant

Default site membership groups and permissions







Is there already a team that has
these people as team members?

Does this work need to be kept
private from others?

Are there multiple distinct topics
to discuss?

Recommendation

Yes Yes Yes
Create a private channel in the existing
team or consider creating dedicated
private channels for each topic.

Yes Yes No Create a private channel in the existing
team.

Yes No No Create a channel in the existing team.

No No No Consider creating a new team.

No No Yes

Consider creating a new team and then,
depending on the confidentiality of
each topic, consider creating separate
standard or private channels for each
topic.

No Yes
No Create a new team or create a new

private channel in an existing team.







Private channel 
information

Team owner can 
see

Team members 
can see

Name and 
description

All private channels 
in the team

Only when added to 
the private channel

Conversations and 
tabs

Only when added to 
the private channel

Only when added to 
the private channel

Files and content Only when added to 
the private channel

Only when added to 
the private channel







Group Governance O365 Group (team) Team A

eDiscovery
• A search, much like a legal hold can only be applied at the team 
level & not channel
granularity. To include messages & files from a PC, 2 additional steps 
are required.
• For messages, the mailbox of 1 user in each PC within the team 
must be included.
• For files, the site collections backing each a PC within the team 
need to be included.

Legal Hold
•A hold can only be placed at the team level & not individual 
channels today. To include messages & files from a private channel 2 
additional steps are required.
•For messages, a hold must be placed on at least 1 user in each PC 
within the team.
•For files, a hold must be places on the sites backing each a PC within 
the team.



Scenario What to place on hold

Microsoft Teams chat content by a user (on 1:1 chats, 1:many or group chats, private channel 
conversations, etc.)

User mailbox

Microsoft Teams Channel chats (excluding private channels)
Group mailbox used for the 
team

Microsoft Teams content (e.g. Wiki, Files)
SharePoint site used by the 
team

Microsoft Teams Private Channel files
Dedicated Private Channel 
SharePoint Site

User's private content
OneDrive for Business site of 
the user

Private Channel Communications UserS mailboxeS



Group Governance O365 Group (team) Team A

Retention
• Private Channels won’t support retention at GA, nor will it have retention policies configured for 1:n chats applied to it 
(as the messages are stored in the user’s
mailbox)





Resources

aka.ms/successwithteams






